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EXAMINING THE PRESIDENT'S CYBERSECU-
RITY INFORMATION-SHARING PROPOSAL

Wednesday, February 25, 2015

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
Washington, DC.

The committee met, pursuant to call, at 12:04 p.m., in Room 311,
Cannon House Office Building, Hon. Michael T. McCaul [Chairman
of the committee] presiding.

Present: Representatives McCaul, Rogers, Barletta, Clawson,
Katko, Hurd, Carter, Walker, Loudermilk, McSally, Ratcliffe,
Thompson, Jackson Lee, Langevin, Richmond, Payne, Vela, Watson
Coleman, and Torres.

Chairman McCAUL. The Committee on Homeland Security will
come to order.

First of all, my apologies to the Members and the witnesses. 1
had a conflict with the—on the Foreign Affairs Committee with the
Secretary of State on the authorized use of military force against
ISIS, which I think is a very relevant issue to this committee, as
well, in terms of dealing with the threat where it exists before it
can come into the United States. Anyway, I just want to thank ev-
erybody for your patience.

I will give this opening statement. Been involved in this issue for
quite some time. To Suzanne and Phyllis Schneck, thank you for
being here, Dr. Fischer.

At the dawn of the digital age, our Nation saw endless opportuni-
ties to generate prosperity by expanding our networks and con-
necting to the world. But today, American prosperity depends as
much on defending those networks as it does on expanding them.
Every day, our country faces digital intrusions from criminals, ac-
tivists, terrorists, and nation-states like Russia, China, and Iran.
The impact of those intrusions are felt everywhere; from our Na-
tional security secrets to the personal information of Americans.

We cannot tolerate acts of cyber vandalism, theft, or cyber war-
fare, especially when they put our Nation’s critical infrastructure
at risk and when they steal American intellectual property and in-
novations. Accordingly, our Government must play a leading role
in combating threats in the digital domain.

It is clear that safeguarding American cyber space is one of the
great National security challenges of our time. We are confronted
almost daily with frightening new precedents, such as North Ko-
rea’s act on Sony Pictures; a cowardly act meant to intimidate
Americans and stifle freedom of expression. This attack came from
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a nation-state using a digital bomb to target and destroy computer
systems here in the United States.

Iranian-backed hackers also demonstrated this capability when
they attacked Saudi Arabia’s national oil company, Aramco, and
destroyed 30,000 computers. Iran also targeted and continues to
target major U.S. banks to shut down websites and restrict Ameri-
cans’ ability to access their bank accounts.

Imagine this type of attack on our gas pipelines or power grids
in the northeast. Such assaults on our critical infrastructure could
cripple our economy and weaken our ability to defend the United
States. These scenarios sometimes sound alarmist. But we must
take them seriously, as they grow more realistic every day. Our ad-
versaries are hard at work developing and refining cyber attack ca-
pabilities, and they are using them to intimidate our Government
?lnd threaten our people in both times of peace and times of con-

ict.

But the threat extends beyond the industrial engines that drive
our economies, to the homes of Americans themselves. Criminals
and countries alike can use cyber attacks to raid Americans’ saving
accounts or steal their personal health records. The recent breach
of health insurer Anthem illustrates the intrusiveness of these at-
tacks. That assault alone exposed the personal information of up
to 80 million people, including the names, birth dates, and Social
Security numbers of tens of millions of children.

But this is just the latest in a long string of cyber breaches tar-
geting private citizens, a list that includes breaches at Target,
Neiman Marcus, Home Depot, and J.P. Morgan. Our adversaries
are also seeking to steal secrets from our Government and our
most innovative companies. We know that Chinese hackers, for in-
stance, continue to breach Federal networks for the purpose of es-
pionage and attack major U.S. businesses to give themselves a
competitive edge in the global economy.

Make no mistake, these attacks are costing Americans their
time, their money, and their jobs. General Keith Alexander de-
scribed cyber espionage and the loss of American intellectual prop-
erty as the greatest transfer of wealth in human history.

Sadly, our laws are not keeping up with the threat. For instance,
fearing legal liability, many private companies choose not to dis-
close the threats they see on their own networks, leaving others
vulnerable to the same intrusions. We cannot leave the American
people and our businesses to fend for themselves. Now more than
ever, Congress must take aggressive action.

This year I will lead a renewed effort to push cybersecurity legis-
lation through Congress. Last year, the Ranking Member and I in
this committee passed five cybersecurity bills. These new statutes
lay out the rules of the road on how cyber information will be
shared between Government and the private sector so that the two
can work together to combat this persistent threat.

The laws also provide important protections to ensure Americans’
information and civil liabilities are not compromised. But now we
must build on that success. We can start by creating a safe harbor,
where legal barriers to share cyber threat information are removed
and the private sector is encouraged to collaborate. This will allow
us to respond to cyber incidents more quickly and effectively and
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will give Government and private entities the ability to see the
threat landscape in real time.

I am pleased the President has come forward with a proposal on
this important issue. Our solutions must transcend partisan bound-
aries if we are going to tackle this challenge, and the American
people are counting on us.

Again, I want to thank the witnesses. I want to thank the Mem-
bers for their patience here today.

[The statement of Chairman McCaul follows:]

STATEMENT OF CHAIRMAN MICHAEL T. McCAUL

FEBRUARY 25, 2015

At the dawn of the digital age, our Nation saw endless opportunities to generate
prosperity by expanding our networks and connecting to the world. But today,
American prosperity depends as much on defending those networks as it does on
expanding them.

Every day our country faces digital intrusions from criminals, hacktivists, terror-
ists, and nation-states like Russia, China, and Iran. The impacts of those intrusions
are felt everywhere—from our National security secrets to the personal information
of Americans.

We cannot tolerate acts of cyber vandalism, cyber theft, and cyber warfare espe-
cially when they put our Nation’s critical infrastructure at risk and when they steal
American intellectual property and innovation. Accordingly, our Government must
play a leading role in combating threats in the digital domain.

It is clear that safeguarding American cyber space is one of the great National
security challenges of our time. We are confronted almost daily with frightening new
precedents, such as the North Korean cyber attack on Sony Pictures—a cowardly
act meant to intimidate Americans and stifle freedom of expression.

This attack came from a nation-state using a digital bomb to target and destroy
computer systems here in the United States. Iranian-backed hackers also dem-
onstrated this capability when they attacked Saudi Arabia’s national oil company,
Aramco, and destroyed 30,000 computers. Iran also continues to target major U.S.
banks to shut down websites and restrict Americans ability to access their bank ac-
counts.

Imagine this type of attack on our gas pipelines or power grid in the Northeast.
Such assaults on our critical infrastructure could cripple our economy and weaken
our ability to defend the United States. These scenarios sometimes sound alarmist,
but we must take them seriously as they grow more realistic every day. Our adver-
saries are hard at work developing and refining cyber attack capabilities, and they
are using them to intimidate our Government and threaten our people in both times
of peace and times of conflict.

But the threat extends beyond the industrial engines that drive our economy to
the homes of Americans themselves. Criminals and countries alike can use cyber at-
tacks to raid Americans’ savings accounts or steal their personal health records.

The recent breach of health insurer, Anthem, illustrates the intrusiveness of these
attacks. That assault alone exposed the personal information of up to 80 million
people, including the names, birth dates, and social security numbers of tens of mil-
lions of children. But this is just the latest in a long string of cyber breaches tar-
geting private citizens—a list that includes breaches at Target, Neiman Marcus,
Home Depot, and JP Morgan.

Our adversaries are also seeking to steal secrets from our Government and our
most innovative companies. We know that Chinese hackers, for instance, continue
to breach Federal networks for the purpose of espionage and attack major U.S. busi-
nesses to give themselves a competitive edge in the global economy. Make no mis-
take: These attacks are costing Americans their time, money, and jobs. General
Keith Alexander has described cyber espionage and the loss of American intellectual
property as the “greatest transfer of wealth in history.”

Sadly, our laws are not keeping up with the threat. For instance, fearing legal
liability, many private companies choose to not disclose the threats they see on their
own networks, leaving others vulnerable to the same intrusions.

We cannot leave the American people and our businesses to fend for themselves.
Now, more than ever, Congress must take aggressive action.

This year I will lead a renewed effort to push cybersecurity legislation through
Congress. Last year, the Ranking Member and I, and this committee, passed five
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cyber bills. These new statutes lay out the rules of the road on how cyber informa-
tion will be shared between Government and the private sector so that the two can
work together to combat this persistent threat. The laws also provide important pro-
tections to ensure Americans’ information and civil liberties are not compromised.

But now, we must build on that success. And, we can start by creating a “safe
harbor” where legal barriers to sharing cyber threat information are removed and
the private sector is encouraged to collaborate. This will allow us to respond to cyber
incidents more quickly and effectively—and will give Government and private enti-
ties the ability to see the threat landscape in real time.

I am pleased the President has come forward with a proposal on this important
issue. Our solutions must transcend partisan boundaries if we are going to tackle
this challenge. The American people are counting on us.

I want to thank the witnesses for testifying before this committee and I look for-
ward to your testimony.

Chairman McCAUL. I now recognize the Ranking Member.

Mr. THOMPSON. Thank you very much, Mr. Chairman. Let me
also welcome our witnesses and thank them for their patience on
getting started.

Earlier, some of us were briefed on some on-going efforts by the
Department, Mr. Chairman. I might add, it was very informative.
Thank you all very much for doing it.

Our hearing today is examining the President’s cybersecurity in-
formation-sharing proposal. Mr. Chairman, at its core cybersecurity
relies on effective information sharing among network operators
about indicator, hacks, and cyber vulnerabilities.

This committee has been central in its effort to foster better
cyber information sharing by producing bipartisan cybersecurity
legislation that President Obama signed into law at the end of last
year. As you talked about it, the National Cybersecurity Protection
Act of 2014 authorizes the National Cyber and Communications In-
tegrity Center, NCCIC, within the Department of Homeland Secu-
rity as an information-sharing hub for cybersecurity risk and inci-
dents, and erected the NCCIC to provide technical assistance, risk
management support, and incident response capabilities to im-
pacted network operators.

The legislative proposal that the President unveiled last month
has again spurred debate. Importantly, the administration’s pro-
posal would require participating companies to comply with certain
privacy restrictions, such as removing unnecessary personal infor-
mation and taking measures to protect any personal information to
quality for liability protection. In my view, the President’s proposal
has some merit.

As we go forward, we should consider the following questions:
First, what is being shared? Is it just computer code made up of
zeros and ones, or does the information contain Americans’ sen-
sitive personal data? If it does contain personal data, I believe that
reasonable efforts should be made by participating companies to re-
move personally identifiable information from the information
shared with the Government that will help to preserve Americans’
privacy.

Second, who is doing the sharing? Is it a critical infrastructure
operator?

Third, where is the sharing happening? The answer to the ques-
tion has privacy implications, particularly when the sharing is be-
tween the Federal Government and the private sector, as opposed
to sharing between private-sector companies.
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I look forward to hearing testimony from our witnesses on the
potential risks and rewards of a cyber information-sharing environ-
ment dominated by ISAO, as the President envisions. Certainly, I
would like to hear how the proposed changes could impact NCCIC.
The success of NCCIC is dependent on the companies’ seeing the
value of proposition for sharing with the Department.

I look forward to hearing from the Department on how they in-
tend to drive traffic to the NCCIC and how implementation of a
new cyber law is progressing. I would also like to hear more about
the new education grant program that the President has proposed.

While I am pleased that the President seems to agree about the
importance of making this investment in growing our cyber work-
force, I am disappointed that the proposal calls for just $5 million
a year to be spent over 5 years at 13 historically black colleges and
universities and two National laboratories is disappointing, espe-
cially in light of a documented shortfall in cyber workforce. Given
the billions of dollars spent on cybersecurity, much of which is
spent on Federal contractors, I would have expected a more ambi-
tious plan for developing cyber tactics.

Before I close, I would like to note that on February 11, together
with the Chairman and the leadership of its Senate Homeland Se-
curity and Governmental Affairs Committee, we wrote to the Presi-
dent about the new Cyber Threat Intelligence Integration Center.
We look forward to a formal response to our questions, particularly
as they relate to the NCCIC.

I look forward to hearing from our witnesses today and working
with the Chairman on forthcoming legislation to help ensure that
the networks of our Nation’s critical infrastructure are more se-
cure.

With that, I yield back.

[The statement of Ranking Member Thompson follows:]

STATEMENT OF RANKING MEMBER BENNIE G. THOMPSON

FEBRUARY 25, 2015

Over the past decade, we have witnessed an explosion of internet use in all as-
pects of life. As a Nation, we do more business on-line than ever before—trillions
of dollars a year. For most Americans, smartphones, tablets, and other computers
have become the platforms on which we live, work, and play.

Unfortunately, these devices and networks have also become targets for bad ac-
tors.

Last month’s cyber attack on the Nation’s second-largest health insurer, Anthem,
resulted in tens of millions of Social Security numbers, birth dates, addresses, and
names being stolen from its database. Given that Anthem insures 7.5 million people
in 14 States, the potential damage of this breach is expected to be extensive.

Last year’s attack on Sony destroyed data, disabled thousands of computers, and
exposed the personal information of Sony employees.

These attacks underscore that any network that is connected to the internet is
a potential victim.

The fact that our Nation’s critical infrastructure—including the power grid, finan-
cial institutions, and health care systems—are all connected to the internet make
them particularly attractive targets for attack.

Cyber attackers are constantly probing for weaknesses in our critical infrastruc-
ture which powers much of our electric grid, financial institutions, and health care
systems.

The attention that cybersecurity has received in recent years by President Obama
and Congress is reflective of the increasing awareness that the responsibility to ad-
dress this homeland security threat is a collective one.
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At its core, cybersecurity relies on effective information sharing among network
operators about indicators, hacks, and cyber vulnerabilities.

This committee has been central in efforts to foster better cyber information shar-
ing by producing bipartisan cybersecurity legislation that President Obama signed
into law at the end of last year.

The “National Cybersecurity Protection Act of 2014” authorizes the National Cy-
bersecurity and Communications Integrity Center (NCCIC) within the Department
of Homeland Security as an information-sharing hub for cybersecurity risks and in-
cidents, and directed the NCCIC to provide technical assistance, risk management
support, and incident response capabilities to impacted network operators.

The legislative proposal that the President unveiled last month has, again,
spurred debate.

Importantly, the administration’s proposal would require participating companies
to comply with certain privacy restrictions such as removing unnecessary personal
information and taking measures to protect any personal information to qualify for
liability protection.

In my view, the President’s proposal has some merit.

As we go forward, we should consider the following questions: First, what is being
shared?—Is it just computer code made up of “zeroes and ones” or does the informa-
tion contain Americans’ sensitive personal data? If it does contain personal data, I
believe that “reasonable efforts” should be made by participating companies to re-
move “personally identifiable information” from information shared with the Gov-
ernment. This will help to preserve Americans’ privacy.

Second, who is doing the sharing?—Is it a critical infrastructure operator?

Third, where is the sharing happening?—The answer to that question has privacy
implications—particularly when the sharing is between the Federal Government
and the private sector, as opposed to sharing between private-sector companies.

I look forward to hearing testimony from our witnesses on the potential risks and
rewards of a cyber information-sharing environment dominated by ISAOs, as the
President envisions.

Certainly, I would like to hear how these proposed changes could impact the
NCCIC. The success of the NCCIC is dependent on companies seeing the “value
proposition” for sharing with the Department.

I look forward to hearing from the Department on how they intend to drive traffic
to the NCCIC and how implementation of the new cyber law is progressing.

I would also like to hear more about the new education grant program that the
President has proposed.

While I am pleased that the President seems to agree about the importance of
making this investment in growing our cyber workforce, I am disappointed that the
proposal calls for just $5 million a year to be spent over 5 years at 13 Historically
Black Colleges and Universities, and two National laboratories, is disappointing.

Given the billions of dollars spent on cybersecurity, much of which is spent on
Federal contractors, I would have expected a more ambitious plan for developing
cyber talent.

Before I close, I would like to acknowledge that the committee just met with the
President’s cybersecurity advisor, Michael Daniel. I appreciate Mr. Daniel’s willing-
ness to lay out the administration’s vision for cybersecurity and to address our ques-
tions, particularly about the newly-announced cyber center that will be housed in
the intelligence community.

On February 11, together with the Chairman and the leadership of the Senate
Homeland Security and Governmental Affairs Committee, we wrote to the President
about this new “Cyber Threat Intelligence Integration Center”. We look forward to
a formal response to our questions, particularly as they relate to the NCCIC.

In conclusion, I look forward to hearing from our witnesses today and to working
with the Chairman on forthcoming legislation to help ensure that the networks of
our Nation’s critical infrastructure are more secure.

Chairman McCAUL. Thank the Ranking Member.

Chairman now recognizes the—I would like to briefly introduce
the witnesses. First, we have the Honorable Suzanne Spaulding.
She is the under secretary for the National Protection and Pro-
grams Directorate at the Department of Homeland Security.

Next, we have Dr. Phyllis Schneck. She is a deputy under sec-
retary for cybersecurity and communications within the National
Protection and Programs Directorate at the Department of Home-
land Security. It is great to have both of you here today.
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Finally, we have Dr. Eric Fischer, who is a senior specialist for
science and technology at the Congressional Research Service.

The witnesses’ full statements will appear in the record. The
Chairman now recognizes Ms. Spaulding for 5 minutes.

STATEMENT OF SUZANNE E. SPAULDING, UNDER SECRETARY,
NATIONAL PROTECTION AND PROGRAMS DIRECTORATE,
U.S. DEPARTMENT OF HOMELAND SECURITY

Ms. SPAULDING. Thank you, Chairman McCaul, Ranking Member
Thompson, Members of the committee.

We are very pleased to be here today to discuss the administra-
tion’s proposal to enhance cybersecurity information sharing. This
proposal recognizes the unique mission and capabilities of the De-
partment of Homeland Security’s National Protection and Pro-
grams Directorate. It will facilitate information sharing in ways
that will significantly advance our National security.

By placing the Department’s National Cybersecurity and Com-
munications Integration Center, or NCCIC, as the coordination
center for receiving and disseminating cyber threat indicator infor-
mation, which will be very quickly shared. We will receive and dis-
seminate that information to Federal and non-Federal entities.

As this committee knows, we are faced with pervasive cyber
threats from a variety of actors, including nation-state actors. They
are motivated by a range of objectives, including espionage, polit-
ical and ideological beliefs, and financial gain.

The National Preparedness and Protection Directorate focuses on
helping our partners across Government and non-Government to
manage those cyber risks, to reduce the frequency and impact of
cyber incidents, and to build their own capacity. We do this by
sharing timely and accurate information and analysis, particularly
to enable the private and public-sector partners to protect them-
selves. This includes detailed analysis about cascading con-
(s;lequences in the physical world that can result from cyber inci-

ents.

We provide technology to detect and block cyber threats from im-
pacting the dot.gov networks, the civilian Government networks,
and enable those agencies to more readily identify network security
issues and prioritize the actions that they must take to address
those.

We enable commercial cybersecurity companies to use Govern-
ment-furnished Classified information to better protect their pri-
vate-sector customers. We provide on-site assistance to critical in-
frastructure and Federal agencies who have been impacted by a
significant cyber incident. We maintain a trusted environment for
private-sector partners to share information and to collaborate to
address cybersecurity threats and trends.

Congress’ support for these activities led to the bipartisan action
last year to pass critical cybersecurity legislation. That legislation
enhanced our ability to work with the private sector and with other
Federal civilian departments. As been noted, it strengthened the
Department’s ability to recruit and to retain the kind of cybersecu-
rity exerts that we now have on-board.

Enactment of these bills represents significant progress in the
Department’s cybersecurity mission. I am very grateful to Con-
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gress, to this committee, and particularly to Chairman McCaul and
Ranking Member Thompson, who contributed significant efforts to
ensure the enactment of this legislation.

But we need to keep moving forward. Additional legislation is
needed. Carefully updating laws to facilitate cybersecurity informa-
tion sharing is essential to improving the Nation’s cybersecurity.
While many companies currently do share cybersecurity informa-
tion with each other and with the Government under existing laws,
there is a growing need to increase the volume and the speed of
such information sharing, without sacrificing the trust of the Amer-
ican people or individual privacy and civil liberties.

The President’s legislative proposal incentivizes private entities
to share information with the Government through that National
Cybersecurity and Integration Center, or NCCIC, that I mentioned
earlier. That is our 24/7 operations and watch center. It brings to-
gether currently Government partners from across the Government
and the private sector. This is important.

The NCCIC’s core mission, as stated in this committee’s unani-
mously-passed National Cybersecurity Protection Act, is coordi-
nating and serving as the interface for cybersecurity information
across the Government and the private sector. We do this with
strong protections in place for protecting privacy and for protecting
sensitive business information.

Having a single designated entry point into the Government
makes it easier to ensure that privacy protections are being con-
sistently applied across the Government. It reduces the complexity
for the private sector that wonders where to go. It improves our
ability to develop a common operating picture of the cyber threats
that we see daily. It helps us to connect the dots, if you will, with
regard to cyber threats.

I understand that Chairman McCaul has invited Members of this
committee to visit and tour our National Cybersecurity Commu-
nications Integration Center. I look forward to seeing many of you
there and continuing this discussion at that time.

Before I close, I would like to reiterate Secretary Johnson’s com-
ments on the Department’s funding situation. Congress still has
not passed a fiscal year 2015 appropriations bill for the Depart-
ment of Homeland Security. As long as we operate on a continuing
resolution, we are hampered by uncertainty and the inability to
fund vital new homeland security initiatives. Without funding,
NPBD’s cybersecurity and critical infrastructure mission will be
significantly impacted.

Let me end by saying that today, our adversaries can exploit a
fundamental asymmetry in our network infrastructure. While near-
ly all of our systems and networks are globally interconnected, our
defensive capabilities are not yet. This gives the attacker a compel-
ling advantage. They can find and exploit weak links in our sys-
tems from anywhere around the world at machine speed. By shar-
ing cyber threat indicators in near real time, we can and will re-
duce that asymmetry.

I want to thank you for this opportunity to testify. I look forward
to your questions.

I turn it over to my cyber deputy, Dr. Phyllis Schneck.



9

[The joint prepared statement of Ms. Spaulding and Ms. Schneck
follows:]

JOINT PREPARED STATEMENT OF SUZANNE E. SPAULDING AND PHYLLIS SCHNECK

FEBRUARY 25, 2015
INTRODUCTION

Chairman McCaul, Ranking Member Thompson, and distinguished Members of
the committee, we are pleased to appear today to discuss the President’s cybersecu-
rity legislative proposal on information sharing.

In our testimony today, we will highlight the Department of Homeland Security
(DHS) National Protection and Programs Directorate cybersecurity role and capa-
bilities, and describe how the President’s legislative proposal to facilitate cyber
threat indicator information sharing will further our National security, with DHS’s
National Cybersecurity and Communications Integration Center (NCCIC) as the co-
ordination center to receive and disclose cyber threat indicators to Federal and Non-
Federal entities.

THE ON-GOING CYBER THREAT AND THE DHS CYBERSECURITY ROLE

As a Nation, we are faced with pervasive cyber threats. Malicious actors, includ-
ing those at nation-state level, are motivated by a variety of reasons that include
espionage, political and ideological beliefs, and financial gain. Increasingly, State,
Local, Tribal and Territorial (SLTT) networks are experiencing cyber activity of a
sophistication level similar to that seen on Federal networks.

To achieve our cybersecurity mission, the National Protection and Programs Di-
rectorate focuses on helping our partners understand and manage cyber risk, reduce
the frequency and impact of cyber incidents, and build partner capacity. We share
timely and accurate information and analysis to enable private and public-sector
partners to protect themselves. We provide on-site assistance to Federal agencies
and critical infrastructure entities impacted by a significant cybersecurity incident.
We provide technology and services to detect and block cyber threats from impacting
Federal civilian networks. We enable Federal agencies to more readily identify net-
work security issues and take prioritized action. We enable commercial cybersecu-
rity companies to use Classified information so they can better protect their private-
sector customers. We perform comprehensive consequence analyses that assess
cross-sector interdependencies and cascading effects, including the potential for ki-
netic harm that includes loss of life, and we maintain a trusted environment for pri-
vate-sector partners to share information and collaborate on cybersecurity threats
and trends.

DHS’s National Cybersecurity and Communications Integration Center

The NCCIC serves as a 24x7 centralized location for the coordination and integra-
tion of cyber situational awareness and incident management. NCCIC partners in-
clude all Federal departments and agencies; State, local, Tribal, and territorial gov-
ernments; the private sector; and international entities. The NCCIC continues to ex-
plore opportunities to expand its liaison capacity from other agencies and the pri-
vate sector. The NCCIC provides its partners with enhanced situational awareness
of cybersecurity and communications incidents and risks, and provides timely infor-
mation to manage vulnerabilities, threats, and incidents. In 2014, the NCCIC re-
ceived over 97,000 incident reports, and issued nearly 12,000 actionable cyber alerts
or warnings. NCCIC teams also detected over 64,000 significant vulnerabilities on
Federal and non-Federal systems and directly responded to 115 significant cyber in-
cidents.

The NCCIC actively shares cyber threat indicators to and from multiple sources
including private-sector partners, the intelligence community, Federal Departments
and agencies, law enforcement, State, local, Tribal, and territorial governments, and
international governments. This sharing, which has been taking place for many
years, takes many forms including person-to-person interactions on the NCCIC
floor, manual exchange of information via e-mail and secure web portals, and more
recently via automated, machine-to-machine exchanges in STIX and TAXII proto-
cols. While all of these sharing methods have value, the cybersecurity community
has recognized the strategic importance of migrating cyber threat indicator sharing
to more automated mechanisms when and where appropriate.
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CYBERSECURITY LEGISLATION

Last year, Congress acted in a bipartisan manner to pass critical cybersecurity
legislation that enhanced the ability of the Department of Homeland Security to
work with the private sector and other Federal civilian departments in each of their
own cybersecurity activities, and enhanced the Department’s cyber workforce au-
thorities. Enactment of these bills represents a significant moment for the Depart-
ment’s cybersecurity mission, and this committee in particular undertook significant
efforts to bring the bills to passage. We are thankful for your support and we are
deploying those additional authorities with clarity of mission.

Additional legislation is needed. We must take additional steps to ensure that
DHS is able to rapidly and efficiently deploy new protective technologies across Fed-
eral civilian agency information systems. In addition, carefully updating laws to fa-
cilitate cybersecurity information sharing within the private sector and between the
private and Government sectors is also essential to improving the Nation’s cyberse-
curity. While many companies currently share cybersecurity threat information
under existing laws, there is a heightening need to increase the volume and speed
of information shared without sacrificing the trust of the American people or the
protection of privacy, confidentiality, civil rights, or civil liberties. It is essential to
ensure that cyber threat information can be shared quickly among trusted partners,
including with law enforcement, so that network owners and operators can take nec-
essary steps to block threats and avoid damage.

The NCCIC plays a critical role in the President’s recent legislative proposal be-
cause its core mission—as articulated in the National Cybersecurity Protection Act,
developed by this committee and unanimously passed by the House in December—
is to coordinate and serve as an interface for cybersecurity information across the
Government and private sector.

The Administration’s Information-Sharing Proposal for Cyber Threat Indicators

Building on the bipartisan cybersecurity legislation enacted last Congress, Presi-
dent Obama visited the NCCIC on January 13, 2015, to announce a proposal for
additional legislation to improve cybersecurity information sharing. The President
noted, “Much of our critical infrastructure runs on networks connected to the
Internet . . . [alnd most of this infrastructure is owned and operated by the pri-
vate sector. So neither Government nor the private sector can defend the Nation
alone. It’s going to have to be a shared mission—Government and industry working
hand in hand, as partners.” This partnership entails sharing cyber threat indicators
to better enable Government agencies and the private sector to protect themselves.

Information sharing, especially of these technical “threat indicators” that can be
used to identify and block malicious activity, is the lifeblood of effective cyber de-
fense and response. Pulling together this information allows defenders to identify
anomalies or patterns and recognize dangerous activity before it can do significant
damage. The goal of the President’s proposal is to increase the sharing of this type
of information, as quickly as possible, with appropriate protection for privacy and
of sensitive information and systems.

Among other things, the administration’s proposal would reduce the risks for pri-
vate entities to voluntarily share technical cyber threat indicators with each other
and the NCCIC by providing protections against civil or criminal liability for such
sharing. Equally important, the proposal narrowly defines the threat indicators that
will be shared, requires that irrelevant identifying information be minimized from
these indicators, and generally requires strong protections for the privacy and con-
fidentiality of personal information. Finally, the proposal calls for the creation of In-
formation Sharing and Analysis Organizations (ISAOs). ISAOs would be information
sharing organizations that would help speed information sharing within the private
sector and between the private sector and Government.

Our goal is to expand information sharing within the private sector, and to build
on the existing relationships, processes and programs of the NCCIC to enhance co-
operation between the Government and private sector. The proposal will help us im-
prove the methods that the NCCIC already uses to share cyber threat indicators,
and leverage automation to achieve scalability wherever possible. We look to evolve
and expand indicator sharing at the NCCIC from human exchanges, portals, and
written reports to automated machine-to-machine communications. Our vision is
that this may reduce the time to receive and act on indicators from hours to milli-
seconds, create consistency in information provided to interagency partners, law en-
forcement, and the private sector, and free analysts to focus on the threats that re-
quire human analysis while expediting detection and blocking of new threats.
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NCCIC as the Coordination Center

Cyber threat indicators, which allow Government agencies and the private sector
to better protect themselves, come from a variety of sources, including: Government
agencies, private companies, international partners, and ISAOs. Given the variety
of formats used—and information that is included—when sharing such information,
the Government must have a central clearinghouse to ensure that privacy and con-
fidentiality protections are consistently applied and that the right information
reaches the right Government and private-sector entities.

DHS is a leader within the Government when it comes to the development and
operational implementation of privacy, confidentiality, and civil liberties policies.
DHS was the first agency to have statutorily established Officers for Privacy and
for Civil Rights and Civil Liberties. From its creation, DHS has built both privacy
and civil liberties protections into all of its programs and has dedicated, on-site pri-
vacy professionals committed to ensuring that its cyber mission is carried out in a
way consistent with our Nation’s values. Through statutory protections like Pro-
tected Critical Infrastructure Information (PCII), DHS will continue to anonymize
the identity of submitters and other proprietary and sensitive information in threat
indicator submissions. Moreover, the President’s proposal calls for DHS to build
upon its existing privacy, confidentiality, and civil liberty procedures by working
with the Attorney General to develop new procedures to appropriately limit Govern-
ment receipt, use, and retention of threat indicators. Establishing the NCCIC as the
primary entry way for cyber threat indicators from the private sector will ensure
uniform application of these important privacy and confidentiality protections, while
still allowing cyber threat indictors to be shared with law enforcement for the spe-
cific purposes identified in the legislation.

NCCIC sits at the intersection of cyber communities, with representatives from
the private sector and other Government entities physically present on the NCCIC
floor and connected virtually. This diverse participation in the NCCIC was cemented
by section 226(d) of the Homeland Security Act as added by the National Cybersecu-
rity Protection Act. NCCIC’s core mission is to enable better network defense by as-
sessing and appropriately sharing information on the risks to America’s critical
cyber systems and how to reduce them.

BUILDING CAPACITY TO ACCELERATE AUTOMATED SHARING OF CYBER THREAT
INDICATORS

The administration’s proposal directs DHS to automate and share information in
as close to real time as practicable with relevant Federal agencies, including law
enforcement entities, and with ISAOs. For the past 3 years, DHS has led the devel-
opment in collaboration with the private sector of specifications—known as STIX
and TAXII—which standardize the representation and exchange of cyber threat in-
formation, including actionable cyber threat indicators. STIX, the Structured Threat
Information eXpression, is a standardized format for the representation and ex-
change of cyber threat information, including indicators. TAXII, the Trusted Auto-
mated eXchange of Indicator Information, is a standardized protocol for discovering
and exchanging cyber threat information in STIX. The interagency Enhance Shared
Situational Awareness initiative has already chosen STIX as the basis for sharing
cyber threat indicators between the Federal cyber centers, ensuring interoperability
between these key sources of information.

Through collaboration between DHS and the private sector, there is a solid and
rapidly-growing base of commercial offerings supporting STIX and sharing indica-
tors via the TAXII, including platforms, network protection appliances and endpoint
security tools. While the NCCIC has in-house systems and tools to assist analysts
in generating STIX indicators, those indicators are currently analyzed and filtered
by human analysts and shared back out with the private sector and Federal part-
ners through manual methods such as e-mail and secure portals. In 2014, the
NCCIC began a limited pilot with several organizations to test automated delivery
of STIX indicators via TAXII.

To inform our plan for achieving automated cyber threat indicator information
sharing, DHS created a working group between a range of DHS offices and the FBI,
a critical stakeholder in the NCCIC. We also included experts from our Privacy,
Civil Rights and Civil Liberties, and Science and Technology offices, among others,
to ensure that our architecture is based on best-in-class technology and is consistent
with our values and our respect for Americans’ privacy and civil liberties.

Implementation will proceed through four major phases: (1) An initial operating
capability phase in which we will deploy a TAXII system that can disseminate STIX
cyber threat indicators with increased automation capability, enabling the use of
human analysis for the most complex problems and egregious threats; (2) an ex-
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panded automation phase in which we will develop and deploy DHS infrastructure
that can receive, filter, and analyze cyber threat indicators—during this phase, we
will promulgate guidance for private-sector companies to minimize, redact, and tag
their data prior to submission to NCCIC, and will complete a Privacy Impact As-
sessment; (3) a final operating capability phase in which we will fully automate
DHS processes to receive and appropriately disseminate cyber threat indicators in
a machine-readable format and finalize policies for filtering, receipt, retention, use,
and sharing, including regular compliance reviews; and (4) a scaled services capa-
bility phase, during which DHS will work to enable agencies that lack sufficient cy-
bersecurity resources or expertise to receive and share cyber threat indicators with
the }i\ICILICCIgIICI)l near-real time by providing a turnkey technical solution to “plug in”
to the .

DHS SHARES INFORMATION WIDELY WITH FEDERAL AGENCIES AND THE PRIVATE SECTOR

Currently, DHS shares information with Federal agencies and the private sector.
DHS takes a customer-focused approach to information sharing, and different types
of information require differing response times and dissemination protocols. DHS
provides information to detect and block cybersecurity attacks on Federal civilian
agencies and shares information to help critical infrastructure entities in their own
protection; provides information to commercial cybersecurity companies so they can
better protect their customers through the Enhanced Cybersecurity Services pro-
gram, or ECS; and maintains a trusted information-sharing environment for pri-
vate-sector partners to share information and collaborate on cybersecurity threats
and trends via a program known as the Cyber Information Sharing and Collabora-
tion Program, or CISCP. This trust derives in large part from our emphasis on pri-
vacy, confidentiality, civil rights, and civil liberties across all information-sharing
programs, including special care to safeguard personally identifiable information.

DHS also directly supports Federal civilian departments and agencies in devel-
oping capabilities that will improve their own cybersecurity posture. Through the
Continuous Diagnostics and Mitigation (CDM) program, DHS enables Federal agen-
cies to more readily identify network security issues, including unauthorized and
unmanaged hardware and software; known vulnerabilities; weak configuration set-
tings; and potential insider attacks. Agencies can then prioritize mitigation of these
issues based upon potential consequences or likelihood of exploitation by adver-
saries. The CDM program provides diagnostic sensors, tools, and dashboards that
provide situational awareness to individual agencies, and will provide DHS with
summary data to understand relative and system risk across the Executive branch.
DHS is moving aggressively to implement CDM across all Federal civilian agencies,
and Memoranda of Agreement with the CDM program encompass over 97 percent
of all Federal civilian personnel.

While CDM will identify vulnerabilities and systemic risks within agency net-
works, the National Cybersecurity Protection System, also known as EINSTEIN, de-
tects and blocks threats at the perimeter of those networks or at an agencies’ Inter-
net Service Provider. EINSTEIN is an integrated intrusion detection, analysis, in-
formation-sharing, and intrusion-prevention system. The most recent iteration, Ein-
stein 3 Accelerated (E3A), supplements EINSTEIN 2 by adding additional intrusion
prevention capabilities and enabling Internet Service Providers (ISPs), under the di-
rection of DHS, to detect and block known or suspected cyber threats using indica-
tors.

CONCLUSION

We are working together to find new and better ways to share accurate, timely
data in a manner consistent with fundamental American values of privacy, confiden-
tiality, and civil rights. While securing cyberspace has been identified as a core DHS
mission since the 2010 Quadrennial Homeland Security Review, the Department’s
view of cybersecurity has evolved to include a more holistic emphasis on critical in-
frastructure which takes into account the convergence of cyber and physical risk.

Today our adversaries exploit a fundamental asymmetry in our network infra-
structure: While nearly all of our systems and networks are globally interconnected,
our defensive capabilities are not. This gives the attackers a compelling advantage
as they can find and exploit the weak links in our systems from anywhere around
the world—at machine speed